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ABSTRACT

Steganographic schemes dedicated to generated images mod-
ify the seed vector in the latent space to embed a message.
Whereas most steganalysis methods attempt to detect the em-
bedding in the image space, this paper proposes to perform
steganalysis in the latent space by modeling the statistical dis-
tribution of the norm of the latent vector. Specifically, we an-
alyze the practical security of a scheme proposed by Hu et
al. [5] for latent diffusion models, which is both robust and
practically undetectable when steganalysis is performed on
generated images. We show that after embedding, the Stego
(latent) vector is distributed on a hypersphere while the Cover
vector is i.i.d. Gaussian. By going from the image space to
the latent space, we show that it is possible to model the norm
of the vector in the latent space under the Cover or Stego hy-
pothesis as Gaussian distributions with different variances.
A Likelihood Ratio Test is then derived to perform pooled
steganalysis. The impact of the potential knowledge of the
prompt and the number of diffusion steps is also studied. Ad-
ditionally, we show how, by randomly sampling the norm of
the latent vector before generation, the initial Stego scheme
becomes undetectable in the latent space.

Index Terms— Steganalysis, Generative Steganography,
Latent space, statistical tests

1. INTRODUCTION

Steganography on generated images is a recent active field
since it enables the embedding of large payloads and is rather
robust to operations such as JPEG compression, while be-
ing possibly undetectable. One notable feature of generative
steganography is the fact that, contrary to classical steganog-
raphy [4]], which only alters the noise component of the im-
age, the embedding also alters its semantic content. Genera-
tive steganography methods [|58)/12] are popular among latent
diffusion models [[6] (LDM) since these models provide high-
quality images. In this case, the embedding strategy consists
of partitioning the latent space (typically of size [4, 64, 64])
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Fig. 1. Illustration in 2D: gray dots in the Stego setup repre-
sent the space of messages using the encoding proposed in [5]]
(2 bits are encoded), which creates a spherical distribution in
the original latent space and can be approximated as a Gaus-
sian distribution after the latent-to-latent channel. Our pro-
posal, consisting of sampling the norm after encoding, fixes
this discrepancy.

into key-dependent and message-dependent regions and mov-
ing the seed into such a region before generation. Unfortu-
nately, the whole latent-to-latent (L2L) process (consisting of
generating, coding, and going back to the latent space) can



latent-to-latent (L2L) channel Y = f(X, a)
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Fig. 2. Principle of the presented steganalysis scheme targeted to [5]. The entities in ifalic are, according to the Kerckhoffs
principle, considered as public. Prompts are potentially public (dotted arrow).

be considered as a noisy process and may produce decoding
errors. Consequently, one way to preserve robustness is to
modify the distribution of the initially i.i.d. Gaussian distri-
bution in a secret key-dependent subspace of the latent space
in order to create clusters around the codewords related to
each embedded message.

If this alteration may, in principle, increase the detectabil-
ity of the Stego scheme, many published schemes are blind
to security analysis in the latent space. The first class of
steganalysis schemes assesses the detectability by training
classical steganalysis networks [1}/9] to distinguish between
generated Cove images and generated Stego images. The
second class of security analysis proposes to compute the
Kullback-Leibler Divergence on marginals in the latent
space [10,|11] in order to show that the embedding has no
impact on the distribution.

Our contribution focuses on the generative steganographic
scheme proposed by Hu et. al. which is both robust to the in-
version channel (the Bit Error Rate is on average smaller than
2%) and not detectable by steganalysis in the image domain.
The originality of our detection scheme relies on the fact that
the steganalysis is neither performed in the image space nor
on marginal distributions in the latent space, but on the joint
distribution in the latent space. Moreover, since the detection
is based on a Likelihood Ratio Test (LRT), it is easy to derive
a pooled detector based on a batch of images.

2. BINARY MAPPING IN THE LATENT SPACE

2.1. Notations and security hypothesis

Let M be a secret message of n bits cast to -1 and reshaped
to match the latent space dimension (4, \/n/2, /n/2). In this
paper, the latent space is of dimension (4,64, 64) and thus
n = 16384. The latent-to-latent (L2L) channel is composed
of three parts always in the same order: a generation process
that maps the seed to an image, an operation inducing dis-
tortion such as compression, and the inverse generation that
maps an image back to a vector Y in the latent space. This
channel is noted f such as Y = f(X,a) with « a vector

Ifor the sake of simplicity and consistency with more than 20 years of
steganography, we decide to keep naming non-Stego images as "Covers".

of hyperparameters such as the prompt, the guidance, or the
compression.

In this steganography setup, Alice and Bob have to agree
on a secret key k and on a set of parameters o which will be
fixed for a given message. Note, however, that according to
Kerckhoffs’ principle, Eve, the steganalyst, has access to the
L2L channel f and its fixed parameters o but does not have
access to the secret key.

2.2. Description of the embedding scheme

This scheme, presented by Hu et. al. [3]], is particularly suited
for LDM since it is robust to the L2L channel. It relies on the
principle of Spread Spectrum watermarking [3]] (SS) where
each embedded bit is spread on a secret carrier. To embed a
secret message, Alice (the steganographer) performs the mod-
ulation using an orthonormal key-dependent pseudo-random
matrix Q (it is the result of a Gram-Schmidt decomposition)
using the following multiplication:

X=Q M- Q7 (1)

Note that the matrix representation of the message M enables
Q to have a separable transform where each carrier associated
to the binary modulation m; ; € {—1,+1} equals C; ; =
qi - q; , with q, the £ column of Q.

This latent seed X is sent through the L2L channel f:

Y = £(X, a). )

Bob, the receiver, can then estimate the payload M by
projecting on each carrier with the following operation:

M=Q" Y Q. (3)

2.3. Model of the norm before L2L

Let Rx be the random variable associated with the norm of
the latent vector before the L2L channel. We recall that, under
the null hypothesis (image is Cover) X ~ A(0,1,,) with I,
the identity matrix. The norm of a Gaussian distribution is a
Chi distribution with n degrees of freedom and thus still under



the null hypothesis, Rx ~ X,. Finally, since the dimension
of the latent vector n is large, we can use the following limit:

lim Rx % N (\/ﬁ 1> . 4)
n——+o00 2

Under the alternative hypothesis (image is Stego), X =
Q- M - QT and thus we have that Rx = ||M||r because
the norm is invariant by rotation. Moreover, we know that
M is distributed on the vertices of the n-dimensional hyper-
cube with edge length 2. Therefore, the distance between any
vertex and the origin is always half the diagonal of the hy-
percube, which equals y/n. Under the Stego hypothesis, the
norm of the latent vector before the L2L channel is constant
and is equal to \/n and Rx ~ 0,/ with ¢ the Dirac distribu-
tion. )
Hl : RX ~ 0 NG

2.4. Model of the norm after L2L

We define Ry as the random variable associated with the
norm of the latent vector after the L2L channel. We recall that
Y = f(X, o). To model the norm Ry of the latent vector Y,
we assume that the L2L channel induces a distortion E(c) on
the norm of X and that this distortion follows a Gaussian dis-
tribution: () ~ N(0,02(c)) and thus, Ry = Rx + E(a).

HOZRYNN(I,;+U2(Q))7
leRYwN(\/ﬁ,UQ(a)).

(6)

We can see that both hypotheses only differ in the variance,
and this difference should vanish if the L2L is very noisy.
On the contrary, if the L2L is more and more accurate, the
difference of variances will become maximal.

2.5. Scaled SS to fix distribution discrepancy

With classical SS encoding, we have seen that, under the
Stego hypothesis, X is uniformly distributed on the hyper-
sphere of radius \/n. However, under the Cover hypothe-
sis, X should follow a Gaussian distribution A/ (0,1I,,) and
its norm should follow a y,,-distribution. So, the solution to
transform the uniform hyper-sphere distribution into a stan-
dard Gaussian one is to sample a norm s according to the
Xn-distribution and then to scale the norm of the latent vector
as follows: s .

X = \/ﬁQ M-Q". @)
With this fix, we can verify that the norm of X is equal to s
and thus follows a ,,-distribution:

s

x ||IM||p = s. ®)
n
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Fig. 3. Histogram of the norm of the latent vector ||Y||r.
The curves represent the Gaussian fit for each class. Notice
the small difference in the variance on the left plot, which
is corrected on the right plot. Guidance=5.0, steps=20, 20k
prompts.

To recover the payload M from the latent vector Y, Bob
needs to apply the inverse rotation and observes the sign of
each coefficient:

M =sign (Q7- Y- Q). )

Fig.B]illustrates how the fix acts on the norm of the latent
vector ||'Y || r received by Bob. Without the scaling, the Cover
and the Stego distribution do not have the same variance as the
norm, but with the scaling, this difference vanishes. Note that
the mean is 122.5 for all 4 distributions instead of 128. With
SS encoding, the estimated variance is 5.50 for the Covers
and 4.91 for the Stegos, with a difference of 0.61. These small
differences with the statistical model can be explained by the
assumption on f.

3. STATISTICAL STEGANALYSIS
3.1. Likelihood Ratio Test

The proposed attack is based on a likelihood ratio test (LRT)
on the norm R~ of the latent vector. As shown previously,
this norm follows a Gaussian distribution whose parameters
depend on the hypothesis. In theory, the variance is the main
source of discrepancy, while the mean should be identical.
However, our theoretical model relies on assumptions about
f, and as shown in Fig. 3| the mean is not exactly /n = 128
and the variance o?(a) is unknown. To address this, we esti-
mate the mean and variance using Maximum Likelihood Es-
timation. Since the mean is assumed to be identical under
both hypotheses, we denote by [i the estimated mean of both
the Cover and Stego distributions, and by 62 (respectively 3)
the estimated variance of the Cover (respectively Stego) dis-
tribution. Let ry be a realization of R~; the LRT for a single
image is then given by:
N (ry; i, 63)
N (TY; ﬂ7 6’%) '
The null hypothesis is rejected if A(ry) < 7, where 7 is
a decision threshold, and the image is classified as Stego; oth-

erwise, it is classified as Cover. The choice of 7 is discussed
in Section 3.2l

Alry) = (10)
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Fig. 4. Pg, for steps = 20: as the batch size increases, the LRT
becomes more powerful, contrary to the proposed fix, which
is effective.

This LRT can be extended to a batch of images to increase
its power. Assuming that a batch of N images belongs to a
single class (Cover or Stego), and denoting by B = (rvy,);
the batch of norms, the independence assumption yields the
following LRT:

N N(TYHIMLOA’%)
) =11y an

3.2. Experimental results

All the experiments have been done with StableDiffusion 1.5
because it was the version used by Hu ef al., but the attack
should work with any diffusion model. In their paper, they
used a guidance of 5.0 for generation and inversion and 20 dif-
fusion steps, so we fixed these parameters to the same values.
The prompts are randomly selected from the DiffusionDB [7]]
database. To avoid any prompt mismatch, each randomly se-
lected prompt was used to generate both a Cover image with
a random seed X and a Stego image with a payload as the
seed. A total of 20k prompts were used in each experiment,
resulting in 20k Stego images and 20k Cover images.

To evaluate our test, we used the Probability of Error (Pg)
defined as:

P, P, P
Pp — min A+ Pyvp(Pra)

Pra 2 ’

12)

where Pr 4 is the probability of false alarm and Pysp is the
probability of missed detection.

Concerning the decision threshold 7, the estimation of the
mean and variance becomes noisy for larger batch sizes be-
cause fewer samples are available. This noisiness creates false
alarms, so we scale the threshold based on the batch size. The
expression of the threshold 7 is:

7 = exp (—log(N)/20), (13)

Pg (%) Steps
Batch size | 20 50
1 48.4 | 46.4
10 45.0 | 409
100 34.0 | 30.0

Table 1. Pg in percentage for different numbers of diffusion
steps.

BER (%) | With prompt | Without prompt
SS 5] 97.53 97.56
Scaled SS 97.53 97.52

Table 2. Impact of the knowledge of the prompt. Guid-

ance=5.0, steps=20.

with N the batch size. If the estimation is not noisy, it is pos-
sible to keep 7 = 1 for any batch size. Finally, to evaluate the
robustness of the Stego encoding, we use the Bit Error Rate
(BER), defined as the proportion of correct bits decoded.
For both experiments, we used a 20-fold cross-validation
and averaged the Pg across each fold. The estimated mean
and variance of the norm are computed on 1k Cover and 1k
Stego images, while the remaining 19k Cover and 19k Stego
images are used to compute Pg. Fig. [d]shows the probability
of error of the attack, which starts around 48% for a single im-
age and decreases with increasing batch size, while the pro-
posed scaled SS encoding achieves a near-perfect 50% Pg.
Table [T) reports Pg values for different numbers of diffusion
steps for both generation and inversion in the L2L channel,
showing that more diffusion steps reduce channel distortion
and improve attack effectiveness. Moreover, as shown in Ta-
ble 2] the proposed scaled encoding does not alter the BER
of the original encoding. Finally, Fig. 4] suggests that even
without knowledge of the prompt or the L2L parameters c,
Eve can still perform the attack with the same effectiveness.

4. CONCLUSIONS AND PERSPECTIVES

This paper shows that if the message embedding for gener-
ative steganography is not detectable in the image space or
on marginal distributions in the latent space, the inversion
process makes the steganalysis still possible when relying on
multivariate distributions, for example, by deriving a test on
the norm of the vector, like in this contribution. We also
show that mimicking the multivariate distribution in the latent
space, here by sampling the norm of the seed, is a way to re-
move this weakness and to achieve Stego-security [2], which
means that the distributions of Cover and Stego vectors are
identical.

However, since the inversion channel is noisy, the detec-
tion process depends on inversion parameters, such as the
number of steps or prior knowledge of the prompt. Given that
the quality of the generative process heavily relies on the de-
noising processes, attacks in latent space will likely become
more popular in the future.
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