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ABSTRACT

Neural watermarking has been on the rise as a simple tool
for marking generated multimedia content in a robust way.
This simplicity, however, comes at a cost. While it is easy
to enforce robustness in a training loss through various data
augmentations, it is currently unknown how to include the
security aspect of watermarking. Consequently, these black-
box schemes are easily breakable by targeted attacks. In this
work, we show how to remove a watermark from a recently
proposed WAM [16] image watermarking model. Consis-
tent with Kerckhoffs’s principle, we show that the absence
of a secret key, combined with the requirement for robust-
ness, creates an exploitable weakness. This manifests as near-
periodic patterns in one principal color component of the im-
age. We show that these patterns can be accurately estimated
even from a single image, and erased by manipulating a single
component of the image in its Fourier representation. Further-
more, we demonstrate that the same watermark can be man-
ually injected, yielding noticeably higher image fidelity than
when using WAM for watermarking. The code used in this
work will be made available upon acceptance of the paper.

Index Terms— watermarking, watermark removal, wa-
termarking security, watermark only attack

1. INTRODUCTION

With the rapid growth of deep learning applications, concerns
regarding the security and integrity of digital content have be-
come increasingly pressing. Neural image watermarking has
emerged as a promising approach for protecting intellectual
property and authenticity verification. In essence, watermark-
ing involves embedding hidden information within an image
such that it remains imperceptible to the human eye while still
being detectable and decodable by a model.

A watermarking scheme is typically characterized by two
fundamental properties: robustness and security. While ro-
bustness has received considerable attention in the research
community, little to no security evaluation is typically pro-
vided. The reason for this imbalance is simple: robustness
can be assessed in a largely automated manner by applying a
range of transformations to watermarked data and integrating
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Fig. 1: The presented attack consists of first estimating the
principal color component Pi,1 carrying the watermark sig-
nal, then computing the Fourier spectrum F to estimate peaks
coding the watermark. The removal simply consists of remov-
ing the peaks from the estimated subspace and performing
the inverse Fourier Transform. This attack can be conducted
when the message is known or not (single-shot attack).

these perturbations into the training of neural networks. How-
ever, a question remains, how do we measure security? While
this question is all but simple, it is evident that the lack of a
secret key has to lead to serious security vulnerabilities. This
is hardly surprising as it directly contradicts the Kerckhoffs’
principle introduced already in the 19th century.

If several pioneering works have been published on clas-
sical watermarking security [1,3,7,8], yet many recent neural
watermarking works neglect the role of secret keys. For in-
stance, Butora et al. [5], [6] showed that Adobe’s image devel-
opment software embeds a keyless watermark pattern. They
showed that this pattern can be effectively estimated from de-
veloping constant images and subsequently removed or in-
jected into the image space. An audio watermarking scheme
Audioseal [15], has been successfully attacked in [2] by using
a naive band-stop filter between 1.0 and 1.2 kHz. Addition-
ally, the watermark can be simulated by enhancing a single
frequency at 1.1 kHz. Building on these findings, this paper
turns to a neural watermarking scheme known as the Water-
mark Anything Model (WAM) [16].

This is motivated by the fact that even if WAM achieves
state-of-the-art performance in controlled settings, its re-



silience to adversarial perturbations remains unverified.
Specifically, the lack of a secret key raises critical questions
regarding its security guarantees, which we aim to exploit.
Establishing rigorous methodologies for evaluating the ro-
bustness and security of watermarking schemes is imperative
for ensuring reliable protection of ownership and integrity in
digital media.

The next section introduces the WAM model and some of
its properties. Section 3 describes our experimental setup and
simple attacks on the model assuming the attacker has access
to the public watermarking system. In Section 4, we restrict
the attacker’s knowledge to a single watermarked image, and
the paper is concluded in Section 5.

2. WAM

We focus on evaluating the security of WAM, which presents
a novel approach to digital watermarking by redefining the
task as a pixel-level segmentation problem, as opposed to tra-
ditional methods, which make a single global decision per
image.

WAM is composed of two main components: a water-
mark embedder and a watermark extractor, trained jointly.
The embedder is responsible for injecting a binary message
m ∈ {0, 1}32 into an image in an imperceptible yet robust
manner, while the extractor detects and decodes the embed-
ded message at the pixel level. The embedder leverages a
variational auto-encoder backbone to encode the image into
a latent space, combines it with a message embedding gen-
erated through a binary lookup table, and decodes it into a
watermark signal that is added to the original image. The
extractor, inspired by modern segmentation architectures like
SETR [17] and Segment Anything [13], uses a Vision Trans-
former (ViT) backbone to localize watermarked regions and
decode messages on a per-pixel basis. Together, these com-
ponents enable robust, localized, and invisible watermarking,
adaptable to high-resolution images and complex transforma-
tions. One of the main novelties of WAM is that it can embed
potentially different messages into different parts of an image
and reconstruct different embedding masks. This could com-
plicate a potential watermark removal, but as we will see in
Section 3.2, it does not.

The extractor makes a two-fold prediction. On one hand,
it localizes the watermarking mask indicating the water-
marked areas. On the other hand, it uses the mask to decode
the 32-bit embedded messages. Two functionalities are al-
lowed:

Localization: A specific pixel is deemed watermarked if
the decoder’s sigmoid is at least τl = 0.5

Detection: The whole image is detected as watermarked if
at least τd = 0.07 of all pixels are detected as watermarked.

The embedder operates on a h× w (= 256 × 256) resolu-
tion, and to watermark a higher-resolution image, the image is

Fig. 2: Orignal image I (left) and its watermark w(m) (right)
- zoom in to see the periodical patterns.

downsampled to produce a watermark signal, which is subse-
quently upsampled to the image size and added to the image.
On the other hand, the decoder always resamples the images
to h×w to be consistent with the embedder pre-training. For
this reason, all images used in this work are of this size. We
used the publicly available code1 to implement WAM.

3. ORACLE ATTACKS

We now describe the attacks in which the embedder and de-
tector part of the watermarking scheme are available to the at-
tacker. First, we will study the watermark properties and how
to remove it from a given image. Next, we will show how to
inject the watermark information with very little distortion.

In our experiments, we use 1000 randomly selected im-
ages from the COCO dataset [14]. All the images are re-
sized with a bilinear kernel when entering the extractor to size
h× w = 256× 256. Along the way, we make several obser-
vations that will be important for the proposed attacks.

3.1. Security setups

A first scenario is to assume the knowledge of the embed-
ded message m. This is trivial, as we can decode m from
an image under scrutiny by simply using the WAM extrac-
tor to obtain the embedded message. It also corresponds to
the Known Message Attack (KMA) in watermark security se-
tups [8] where the adversary only observes contents water-
marked with the same message and has no access to the em-
bedder or the decoder.

A second scenario is to assume that the adversary does
not know the embedded message. This is related to the Wa-
termarked contents Only Attack (a.k.a. WOA) security setup
described in [8] and it is addressed in Section 4 where we pro-
pose an attack on a single watermarked image, i.e. a one-shot
attack.

1https://github.com/facebookresearch/watermark-anything

https://github.com/facebookresearch/watermark-anything


3.2. Removal attack

3.2.1. Grayscale attack

Since WAM is localizing watermarks on a pixel level, it is
natural to assume that the watermark signal is encoded in the
color of each pixel separately. To verify this assumption, we
watermarked the 1000 selected images and converted them
into grayscale with the torchvision library. As expected, the
accuracy of detecting the watermarking mask dropped from
100% to 0% in all cases. Moreover, we noticed that when the
extractor does not localize any mask, the decoded message
is always a binary string of 32 zeros. We thus conclude that
the most efficient attack removes the mask, as it consequently
prevents reading any (potentially multiple) embedded secret
messages. Let us now present an attack on color images.

3.2.2. Watermark color component

In order to remove the watermark from an image, we have
to first understand the nature of the watermark. We randomly
select an image I and note I(m) its watermarked version with
message m. We will denote the watermark signal as their dif-
ference w(m) = I(m) − I .2 We can observe in Figure 2
several periodic patterns that emerge in the watermark. We
asked ourselves if this periodicity is a global phenomenon
or if it differs from image to image. To verify this, we took
several pairs of watermark signals from different images and
studied their cross-correlation. We indeed observed distinct
peaks in the cross-correlation of all three color channels, al-
though their locations vary for different pairs of images. This
means that while the pattern is present in each image, its exact
spatial placement varies slightly due to image content. Never-
theless, the periodic nature of the watermark should manifest
as distinct peaks in the frequency domain. We can therefore
isolate these peaks (and thus the watermarking signal) in the
translation-invariant frequency domain. To avoid inspecting
the spectrum of all three color channels separately, we look at
the watermark’s behavior across these channels.

We examined the correlation between the RGB chan-
nels for several watermarked images with the same message
m, and observed that they are correlated with relative con-
tributions approximately in the ratio (1,−1, 2). To decor-
relate the color channels and isolate the dominant signal,
we apply Principal Component Analysis (PCA) to the wa-
termark signals. We generated N = 20 random uniform
images Ii ∈ [0, . . . , 255]h×w×3, i ∈ {1, . . . , N}, and
computed their watermarked signals Ii(m). We then ap-
plied a PCA to find an orthonormal color transformation
T ∈ R3×3. In this transformed color space P1P2P3, we ob-
served that 99.60% of the signal variance is contained in the
first principal component P1, with an associated eigenvector
T1,∗ = (0.390,−0.409, 0.825). This effectively means that

2The watermark is also influenced by the image content, a dependency
we omit for simplicity.
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Fig. 3: Top: Average magnitude W (m) of the watermarked
image spectrum in the watermark color component found by
PCA. The average is taken over 500 watermarked random
uniform color images. Bottom: Difference between two av-
erage magnitudes W (m1) and W (m2) with m1 ̸= m2. The
values are clipped for better visualization.

the watermark is entirely contained in this color component,
and its removal should be possible in this component only.
Embedding a watermark in a different space is quite common
to hide its presence, however, the embedding space is typi-
cally conditioned on a secret key [11] for security reasons. It
is therefore interesting to see a neural system simulating such
behavior.

We can now inspect the watermarking effect in a single
color channel given by the vector T1,∗. Let P1 be the principal
color component after the transformation T , which we shall
call the watermark color component. We generated N = 500
random uniform images Ii with constant message m as in the
previous paragraph, watermarked them to obtain Ii(m), and
transformed to the watermark color component via T . This
can be seen as a small simplification of the KMA scenario,
since in this case the estimation of the watermark is less noisy
than when having content.

Next, we compute the average magnitude spectrum
W (m):

W (m) =
1

N

N∑
i=1

|F {Pi,1}| , (1)
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Fig. 4: Watermark Removal: watermark detection rate (↓)
and PSNR w.r.t. the watermarked image as a function of α.

where |F{·}| represents the magnitude of the Fourier
transform. As expected, Figure 3 shows distinct gaussian-like
blobs in the average magnitude W (m), which we will aim to
remove in the following section. In the same figure, we can
observe that these blobs change based on the message m.

Note that while the aforementioned eigenvector closely
matches the hypothesized ratio (1,−1, 2), this holds for one
specific message m among all 232 possibilities. Yet, we ob-
served that the first eigenvector varies only slightly across dif-
ferent messages. This difference is nevertheless quite sub-
stantial for a correct watermark removal described in the next
subsection.

3.2.3. Frequency removal

To remove the watermark, the average magnitude W (m)
is first estimated as explained in (1). Given a watermarked
image I(m), we first compute its projection to the water-
mark color component and its spectrum magnitude M(I) =
|F {P1}|.

We now want to subtract the average magnitude W (m),
but we will first threshold W (m) in order to find a good com-
promise between the attack success rate and the PSNR be-
tween the watermarked and attacked images. We introduce a
parameter α ∈ (0, 1) controlling how much of the lowest val-
ues of W (m) we discard. In particular, we denote Wα(m) as
W (m) with its α lowest values set to 0. The attacked image
magnitude is then Mα(I) = M(I)−Wα(m). To reconstruct
the image into the RGB domain, we replace the magnitude
M(I) with Mα(I), compute the inverse Fourier transform to
obtain the attacked watermark color component.

At this point, we copy the other two (intact) components
P2, P3 to obtain a color image and finally transform into RGB
using the inverse color transform T−1. The diagram of the
described attack is given in Figure 1. The attack results are
shown in Figure 4, where we observe that the best attack suc-
cess rate is around α = 0.2, with only 25% of images still be-
ing detected as watermarked and average PSNR above 35 dB,
suggesting very good quality of the attacked images.
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Fig. 5: Watermark injection: watermark detection rate (↑)
and PSNR w.r.t. the original image as a function of α.

3.3. Copy Attack

We now propose a method for injecting a watermark into a
given image. As previously, we assume that the message
m we want to embed is known. We take a constant image
Ic ∈ Rh×w×3 with an arbitrary value, e.g., c = 128, and
generate its watermarked version Ic(m). We compute the
watermark w(m) = Ic(m) − Ic and denote wα(m) the wa-
termark signal with α lowest absolute values set to 0. To
watermark an image I , we simply add the watermark signal
Iα(m) = I + wα(m) (with appropriate rounding and clip-
ping to the [0, . . . , 255] dynamic range). As we can see in
Figure 5, adding only 40% of the most significant watermark
values still correctly watermarks all images while preserving
the average PSNR of 46.2 dB. Moreover, using only 5% of
the strongest watermark values still successfully embeds the
watermark in 75% of cases.

A simpler attack is to simply use the WAM embedder to
inject the watermark into the image I , although we observed,
somewhat surprisingly, that this reduces the PSNR w.r.t. the
original image compared to the proposed injection attack to
approximately 36.9 dB.

It is worth mentioning that since the model is publicly
available, we can technically use gradient-based attacks. This
is perhaps a more straightforward and common way of attack-
ing, yet we do not consider it in this work to showcase that
the model gradients are not necessary for successful attacks
and that an oracle access to the watermarking system only is
needed [9]. Moreover, our approach provides a deeper insight
and understanding of the inner mechanisms of the system.

4. SINGLE-SHOT ATTACKS

In contrast to the oracle-based attacks discussed previously,
we now examine a more restrictive scenario in which an ad-
versary has access only to observed watermarked contents
(WOA). This setting precludes the attacker from querying the
watermark embedder. We demonstrate that, even with a sin-
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Fig. 6: Single-shot watermark Removal: watermark detec-
tion rate (↓) and PSNR w.r.t. the watermarked image as a
function of α.

gle observed watermarked image, the embedded watermark
can be recovered, removed, or copied to another image.

4.1. Watermark Estimation from a Residual Image

Direct estimation of the watermark from raw image pixels is
impeded by strong inter-channel correlations among the RGB
color components. To suppress these dependencies, we first
compute a noise residual

r = I(m)−D(I(m)), (2)

where I(m) denotes an observed watermarked image and
D(·) is a denoising operator. For our experiments, we employ
the Wiener-filter variant proposed in [4], with its default pa-
rameters, a window size of four, a stride of two, and the FFT
and interpolation weights set to 0.05.

The following attacks assume that all watermarked im-
ages contain the same payload m, which mirrors practical
scenarios in which the watermark carries an immutable tag,
such as a user identifier.

4.2. Removal Attack

For a single residual r, we fit a PCA model to its pixel val-
ues, yielding three orthogonal color components Pr,1, Pr,2,
and Pr,3. Just as previously, the magnitude spectrum of the
first component is computed as R(m) = |F {Pr,1}|. Given
a target image that contains the same message m, we remove
the watermark by subtracting the estimated magnitude R(m)
from the first component of its Fourier representation, follow-
ing the same procedure outlined in Section 3.2. The only dif-
ference is that the PCA transformation is fitted on the residual
r rather than on the raw pixels of randomly generated noise.

Figure 6 illustrates that the removal performance closely
matches that of the oracle-based attack. At a watermark de-
tection rate of 20% with α = 0.4, the resulting images exhibit
a PSNR of approximately 35 dB.
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Fig. 7: Single-shot watermark injection: watermark detec-
tion rate (↑) and PSNR w.r.t. the original image as a function
of α.

4.3. Copy Attack

To demonstrate that the recovered watermark can be re-
injected into a new image, we first remove the watermark
from the observed image I(m) using α = 0, yielding a pris-
tine non-watermarked image I0. The pixel-domain estimate
of the watermark is then obtained as δ(m) = I(m) − I0.
Because direct addition of δ(m) often introduces perceptible
artefacts, we scale the estimate by a factor λ. Through a small
grid-search, we find λ = 0.03 provides a satisfactory trade-
off between fidelity and watermark detectability. The injected
image is thus defined as Iα(m) = I +λδα(m), where δα(m)
denotes the estimate with its α lowest absolute values set to
zero. Figure 7 shows the resulting performance.

Compared with the oracle-based copy attack, the single-
shot injection is marginally noisier: at 100% detection, we
obtain a PSNR of 45.6 dB, versus 46.2 dB in the oracle sce-
nario. Nonetheless, both attacks achieve comparable perfor-
mance even without access to the watermarking system.

5. CONCLUSIONS

Similarly to [2] in the audio domain, this paper shows that
if the designer of the watermarking system does not take into
account a secret parameter but asks for both robustness and lo-
calisation, the watermarking system may adopt a conservative
strategy such as embedding periodical patterns that greatly
degrade the security of the scheme. Consequently, powerful
yet easy attacks can efficiently attack the watermarking sys-
tem even with a single observed watermarked image. Note
also that for watermarking schemes where the security is in-
creased by the use of a secret direction in the latent space,
such as [10], the relatively small dimension of the latent space
also makes copy removal or copy attacks possible [12]. Fu-
ture works may consider the design of loss functions captur-
ing the notion of security.
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